Network Security

Standardization

1. OS Configuration

2. Firewalls

3. Protocols

· Telnet

· FTP

4. All Major Services

Test:  Inside penetration testing to locate gaps.
Application Control

Patch Management
Upgrades expose vulnerabilities

1. Who is responsible for applying service packs?

· If the service pack is not applied what risks are there?

2. Need to standardize and document
Access Security
1. Who should have root access?
· System Administrator

· Back-up to System Administrator

2. What level of access exists?
3. According to your job responsibilities what level of access is required?

· Can we standardize this?

4. Are employees removed when terminated?

5. When employees move within the organization their access level should change.

Test:  Internal audit requests list of employees and their access during an audit.  Take list and choose employees who have access to General Ledger, Accounts Payable, and Accounts Receivable to and see what level of access they have been given.  Check logs to see if access was modified in regards to the above functions.
Test:  Verify all terminated employees have been removed from system.

Test:  Verify when an employee is moved within the organization their access was modified.

Change Control
What is the process from testing to production?

Segregation of duties needs to exist.
Remote Access

Monitoring remote access is difficult.  Check for documented process.
1. What do we allow?
· No PC Anywhere

· Only access through VPN

Test:  Outside penetration testing will need to be done.

Disaster Recovery Plan
What do we need to do to become compliant with SOX 404?  We will need to define “timely”.
Test:  Check to see if the DRP meets the requirements of SOX 404.
Test:  Retrieve disks from off site location or a location not exposed to same hazards and view data.  Verify that the backups are done on a daily basis and that they are complete backups.
