BUSINESS CONTINUITY STUDY

-~ Benchmark Report

A review of the
factors influencing
Business Continuity
in the next
millennium.
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The e-commerce revolution has delivered to businesses a wealth of opportunity, but did
it bring the business continuity profession along with it? Did the threat of terrorist
activities have a positive or negative effect on disaster recovery? Are planners getting
their initiatives embraced by upper management? In seeking answers to these questions
and more, this Business Continuity Study, sponsored by Contingency Planning &
Management magazine and KPMG, reveals encouraging trends and uncovers areas in

need of improvement.

Has your company been
affected by, or at risk for,

any of the following business
interruptions?

(Fill in all that apply)

When a major system goes
down, what is your organiza-
tion's downtime tolerance /
recovery time objective?

(Fill in only one)

Have you ever experienced an
interruption which caused you
to activate any of the following
documented recovery steps?
(Fill in all that apply)

For the most recent interrup-
tion above (#3), were the
recovery objectives met and
service levels maintained?

25% 50% 75%

Natural Disaster

Facilities Move

Hardware Failure

Software Failure

Human Error

Power Outage

Service Provider Failure
Communications Failure
Terrorist Activities
Information Security Breach

> 72 hours
5%

24 - 72 hours 2<6%/hours
22% 0

2 - 24 hours
48%

25% 50% 75%

Data Center Recovery
Network Recovery
Business Unit Recovery

Facility Loss

Data/Storage Recovery

Not at all
A. Recovery objectives met: Somewhat 2%
1%
Completely
Mostly 45%
42%
Not at all
5%
B. Service levels maintained: Somewhat
17% Completely
34%
Mostly

44%
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How much do you expect your
average annual organization's
budget for Information
Technology needs (e.g. require-
ments for processes, systems,
and data) to change over the
next 3 years?

Which best describes your
answer to #5 relative to other
companies in your industry?
(Fill in only one)

Which best characterizes your
organization’s dependence on
integrated systems?

(Fill in only one)

Which best characterizes

the maturity/application of
e-commerce in your organiza-
tion? (Fill in only one)

Which best characterizes the
extent that 3™ party or service
providers are used in your
organization’s operations?

(Fill in only one)

Which best characterizes your
organization's dependence on
external process (e.g. supply
chain or order processes)?
(Fill in all that apply)
*Percentages calculated using all
survey participants.
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Average Answer: 15%/year

High

o 1%

2

Average
65%

N
=

Significant: Highly complex,
no manual alternatives exist.
31% Moderate: Moderately
complex, some manual
alternatives exist.
60%

Low: Low complexity, acceptable
manual alternatives exist.
9%

Significant Revenue
(e.g. Clicks & Mortar)
27%

Primary Revenue (e.g.
completely virtual
organization)

5%

68%

N

Significant use
20%

Moderate use
39%

No Service
providers used
6%

»

Minor use
35%

47.6%
48.2%

Dependent on upstream external processes
Dependent on downstream external processes

Emerging/Underdeveloped
Revenue (e.g. Research &
Development or exploratory)
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What is the primary reason for
BCP within your organization?
(Fill in only one)

Which best describes how
funds are allocated for business
continuity initiatives?

(Fill in only one)

Which best describes who is
the primary owner of BCP in
your organization?

(Fill in only one)

Is your BCP function integrated
with any of the following
functions? (Fill in all that apply)

Does your organization current-
ly make strategic marketing use
of its business continuity
plans? (Fill in only one)

Rank order the following
(1,2,3) in terms of emphasis
within your company, with 1
having most emphasis. (Fill in
only one rank for each):
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Public relations ~ Other
(corporate image) 8%
8%

Past business interruption/
experience
26%

Regulatory compliance
26%

Stakeholder protection
31%

Other
4% As a percent of IT budget
17%

On a case by case basis based
on individual needs
47%

Importance of data and
systems at risk

32%
Information Security Other
5% %
Corporate/General
i M
Information Technology/ 3;2agement
Disaster Recovery
43%

Risk Management
Facilities Management 6% 8%

25% 50% 75%

Corporate/General Management
Risk Management

Facilities Management

Information Technology/Disaster
Recovery

Information Security
Other

Yes 20%
No 80%
Low Medium High
Availability (High Availability 20
Solutions) ‘

Reliability (Operational
Excellence/Service 1.7
Level Management)

Recoverability (Business
Continuity/Disaster Recovery)




Is your BCP program being
enhanced by the threat of ter-
rorist activities?

(Fill in only one)

Which best describes your
company'’s current BCP status?
(Fill in only one)

How do you measure the
performance of your BCP?
(Fill in all that apply)

Do your employees get suffi-
cient Disaster Recovery/
Business Continuity Planning
training? (Fill in only one)

How accurate is your tracking
and inventory of systems/
equipment used throughout
the organization?

(Fill in only one)

How well integrated is your

BCP with the following busi-
ness processes? (Fill in only

one for each area)
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7% Extremely

Not a;oao/” Very Much
0 20%

Somewhat
43%

We are currently developing
contingency/business continuity plans

29%
There are no contingency/business
continuity plans in place There are local plans in effect in
4% certain departments/divisions

There are corporate cEi

wide plans in effect
34%

25% 50% 75%

Service level monitoring
Results of BCP testing
Audit findings
Performance reviews

Benchmarking/comparison to
industry norms

Yes 26%
No 74%

Not at all accurate  Extremely accurate

7% 8%
Ver r
Somewhat accurate ;0}' accurate
48% 0

a. Change b. Capacity ¢. Integration
Extremely 7% 8% 7%
Very Much 23% 27% 26%
Somewhat 47% 45% 47%

Not at all 22% 20% 20%




How much would you estimate
business disruptions have cost
your company in the past 12
months? (Fill in only one)

What would you estimate a
major disruption would cost
your company per hour?
(Fill in only one)

What is your organization’s
approximate annual budget for
BCP products and services?

When considering a new BCP
product or service, what steps
are typically part of the evalua-
tion and decision? If the item
purchase price is:

Where do you get information
about products and services?
(Fill in all that apply)
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$1 million to $5 million Ogler $5 million
$500,000 to $1 million 4% 4%
0,

8%

$100,000 to $500,000
20%

Over $5,ooo,q<go
§1,000,000 to $5,000,000 :

4%

$500,000 to $1 ,000,0%0

4%

$250,000 to $500,000
8%

49%

$5 million to $10 million
0,

$1 million to $5 million i

$100,000 to $250,000
13%

Over $50 million
1%

Less than $100,000
64%

Less than $50,000

$50,000 to $100,000
21%

$10 million to $50 million
2%

1%
$500,000 to $ 1 million Under $500,000
13% 2%
a. Less than b.$1000to . $10,001to  d. More than
$1000 $10,000 $100,000 $100,000
Purchase via phone 77% 17% 3% 1%
Sales person visits my office 21% 60% 41% 4%
| visit vendor or demonstrating site 13% 35% 45% 47%
Attend trade show 22% 35% 27% 24%
Bid process 10% 31% 61% 69%
In-site vendor presentation to company 10% 32% 58% 65%
Purchase via Web/Internet 67% 18% 5% 2%
25% 50% 75%

Magazines/Journals/Periodicals
Seminars/Conferences

Vendors or suppliers
Interaction with others in industry
Associations

Newsletters

Books

Consultants

Equipment exhibitions
Internet/ WWW

Internal company sources
Customers

CD/Diskette

Videos

On-line databases

Other




Which best describes your
company's primary type of
business at this location?
(Fill in only one)

Which best describes your
primary job function?
(Fill in only one)

How many people are
employed at your company
(all locations)?

How would you describe the
geographical range of:

How distributed are your com-
pany's operations (e.g. data
centers, production sites,
and/or campuses)?

What is your company’s
approximate annual revenues?
(Fill in only one)
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5% 10% 15%

Financial/Bankin
Manufacturing/Industria
Transportation
Utilities
Telecommunications
Healthcare
Government (Federal, State, Local, Military)
Insurance
Retail/Wholesale
Petroleum/Chemical
Education
Building/Property Management
Information/Data Processing Services
Lodging/Food Service
Event/Amusement Facilities
Media/Entertainment
Management/Consulting Services
Computer Services/Systems
Other

10% 20% 30%

Corporate/General Management
Legal

Financial

Risk Management

Business Continuity Planning
Facilities/Building Management
Information Technology Systems
Telecommunications

Human Resources

Physical Security/Safety

Disaster Recovery Planning (IT only)
Information Security

Other
20,000 or more Less than 25
17% 12%
10,000 - 19,999 25-99
6% 9%
5,000 - 9,999
! ! 100 - 499
ge 20%
1,000 - 4,999
18% 500 - 999
10%
a. Your b. Your Market
Company's and/or
Facilities Customers
Within a Single Region 48% 25%
National 21% 31%
International 31% 44%
Contained in single location
Across more than 3 locations 25%
50%
Across 2-3 different locations
25%
Over $5 billion -
Under $10 million
17% 21%
$1 billion to $5 billion
12% . .
. - $10 million to $50 million
$500 million to $1 blllé%? 18%
(]

$100 million to $500 million $50 million to $100 million
14% 10%



nagement strategies that support business continuity.

In the pages @oningency Planning & Managemert,  business leaders planning. The content includes timely coverage of compelling business
find the tools to ensure the continued operation of their businesmtinuity and disaster recovery topics.

from information/data protection to security and personal safety. Coni Plrning & incorporates coverage of the

The editorial coverage addresses executive-level issues and enctatexgeglanning innovations, product/service technologies, industry
management “buy-in" for enterprise-wide business contintignds, mitigation strategies, and purchase advice.

Witter Publishing Corporation’s Contingency Planning & Management magazine
Contingency Planning & Management Group Contingency Planning & Management Master Source
84 Park Avenue Flemington, NJ 08822 www.ContingencyPlanning.com

Voice: 908 788-0343 Fax: 908 788-3782 CPM 2001 Conference and Exhibition

Email: CPMmagazine @ WitterPublishing.com Resource Marketplace Advertising
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